
AUDIT AND ASSURANCE COMMITTEE

Meeting date: 11th December 2018

From:  Director of Finance (s151 Officer) 

2018/19 QUARTER 2 CORPORATE RISK REPORT  

1.0 EXECUTIVE SUMMARY

1.1 The purpose of this report is to provide Members with a progress update on 
the Council’s 2018/19 corporate risks for the second quarter to 30th 
September 2018.  

1.2 A high level summary of the corporate risks is provided in Appendix 1, 
illustrating risk scores for Quarter 2 versus Quarter 1, end of year target 
scores and the direction of travel. A corporate risk profile is also provided as 
well as a summary of risk changes and key emerging risks at Quarter 2. 

1.3 Members are also provided with a detailed register of all individual corporate 
risks in Appendix 2. The reporting format highlights the causal factors of the 
risk, the controls and measures currently in place to manage the risk as well 
as planned improvements to these or the development of new controls. 

1.4 Members are also provided with a Risk Management Improvement Plan in 
Appendix 3, providing an overview of current and planned risk management 
improvement activities, including specific projects and training activities.

1.5 The refreshed corporate risks have been reviewed by Corporate 
Management Team, have been considered at Cabinet Briefing and are 
presented in this paper for Audit & Assurance Committee to provide 
assurance that the Council’s current Risk Management arrangements are 
both robust and effective.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The new Council Plan 2018-2022 agree by full Council in February 2018 
sets the context for fresh approaches and new programmes of work for the 
Council to take forward over the coming 4 years. The Council Plan Delivery 
Plan agreed by Cabinet in June 2018 sets out how the Council will contribute 
towards achieving the outcomes of the Council Plan, with the delivery plan 



focused on achieving 3 outcomes:

I. Places in Cumbria are healthy and safe

II. Places in Cumbria are well-connected and thriving

III. The Economy in Cumbria is growing and benefits everyone

2.2 In context of our New Ways of Working, the Delivery Plan also sets out what 
we aim to do to ensure that we as an organisation are financially sustainable 
for the future and can continue to support communities and deliver the best 
services with the resources available. 

2.3 All risks included in the Corporate Risk Register were identified by Extended 
Leadership Team in context of the Council Plan Delivery Plan 2018-2022.

2.4 The Council’s service planning arrangements will define how services will 
contribute to the delivery of Council outcomes together with other statutory 
responsibilities. These arrangements will also include the identified 
operational risks that require to be managed to ensure the delivery of service 
and council outcomes and that have the potential to escalate to the 
Corporate Risk Register. The process for risk escalation will be an area for 
consideration by the Risk Owners Group during this year.

3.0 RECOMMENDATION OF THE DIRECTOR

3.1 Members are asked to note the content of the Quarter 2 report, and 
agree that it provides sufficient assurance that the current Risk 
Management arrangements are both robust and effective.

3.2 Members are asked to receive a presentation on Risk 2: Workforce 
Capability, Skills, Relationships, Safety & Wellbeing and more 
specifically in relation to Staff Absence that sets out the revised 
approach to the management of Corporate Risks.   

3.3 Members are asked to consider the next deep dive review of a Strategic 
Risk for the March 2019 Audit & Assurance Committee.

ADVICE OF DIRECTOR

4.0  QUARTER 2 2018-19 CORPORATE RISK REGISTER 

4.1 Summary of Corporate Risks: There are currently 12 risks on the Quarter 
2 corporate risk register, there are 8 high risks and 4 medium risks;



The Council’s High Risks at Quarter 2 

1. Prevention of & Placement Sufficiency for Children Looked After 

2. Workforce Capacity

3. Care needs & continuity of care

4. Management of Significant Contracts

5. Deliver a Financially Sustainable Authority  

6. Information Security arrangements

7. Waste Management Contract

8. Learning Disability Partnership arrangements

Appendix 2 provides the detailed narrative and position statement of each 
of the 12 risks. 

Appendix 3 provides a Risk Management Improvement Plan outlining the 
activities for each improvement area to strengthen and embed improved 
internal controls in those areas of highest risk to the Council.

4.2 Summary of changes to Corporate Risks compared with the previous 
Quarter:  

 Although all corporate risk scores have remained the same since the 
last Quarter, work is ongoing to improve the internal controls and 
measures being taken to manage the risks.  

 No new risks have been added or removed from the risk register. 

 No new emerging risks have been identified during the last quarter 
and all known emerging risks continue to be monitored and assessed 
for possible escalation. Previously identified emerging risks have 
been reviewed and have either been integrated into the relevant risk 
controls detailed in Appendix 2 or are being considered at a Service 
level. The remaining notable emerging risk at this time relates to the 
impact of Brexit and further details on this can be found in item 4.4.1 
below.    

4.3 Table 1 below, provides a summary of the overall changes to the corporate 
risks and identification and monitoring of key emerging risks. 



Table 1 – Summary of Risk Management Changes at Quarter 2

New Risks 
 No new risks have been identified 

during Quarter 2. 

Rescored Risks 
 All risk scores during Quarter 2 

have remained the same.

Emerging Risk
 The Impact of Brexit across all 

Services 

 Closed Risks 
• No new risks have been closed or 

removed from the risk register.

4.4 Horizon Scanning - notable Emerging Risks 2018/19

4.4.1 Impact of Brexit  

The exact implications of Brexit for local government and the county council 
specifically, are unknown at this stage. Cumbria County Council has been 
tracking developments through routine policy scanning work and liaison with 
the LGA and County Council Network. A senior officer group is in place to 
assess likely impacts, facilitated by the Executive Director for Corporate 
Community and Customer Services. These impacts identified to date are 
regulatory (working within new regulatory frameworks and responding to new 
regulatory responsibilities being placed on the Council), economic, market-
driven, and asset, investment and workforce focussed (in relation in 
particular to vital services).

4.4.2 Due to the uncertainly, detailed scenario planning is not possible. The 
Council has however responded to the government’s initial proposals about 
post-Brexit agriculture, land management and farming support payments 
jointly with the county’s LEP, and has proactively engaged with the Ministry 
of Housing, Communities and Local Government (MHCLG) Select 
Committee on Brexit issues through written and verbal submissions. In 
addition, the Chief Executive has been invited as one of 22 individuals to 
liaise directly with MHCLG, and initial discussions have taken place.

4.4.3 The impact of Brexit is currently identified as an emerging risk, and this will 
be continually assessed through the senior officer group as greater detail 
emerges, and the nature of the risk (likelihood and impact) is clarified.  

4.4.4 Feedback was received from Cabinet Briefing on 8th November for 
consideration regarding the development of the Moorside project and HS2 
the high speed rail link project.



5.0 RISK MANAGEMENT IMPROVEMENT ACTIVITY

5.1 Risk Management Improvement Plan: A range of improvement activities 
have been identified that will underpin the delivery of the outcomes stated 
within the Council Plan Delivery Plan 2018-2022, will improve the Councils 
Governance arrangements and will improve the management of Strategic & 
Operational risks. These activities are listed in the Risk Management 
Improvement Plan in Appendix 3 of this report.  

These activities will also specifically address recommendations from Internal 
Audit findings as well as support the ongoing embedding of Risk 
Management arrangements and Amey Lessons Learned actions.    

5.2 Notable Risk Management Activity in Quarter 2 and Quarter 3. Detailed 
below are a number of activities that have been undertaken during Quarter 2 
that will further strengthen the Council’s approach to Governance and Risk 
Management. These are set out below;

5.3 Risk Owners Group

5.3.1 A further meeting of the Risk Owners Group took place on 10th October to 
review and challenge the content of the risk report and risk register. In 
addition, the Risk Management Improvement Plan for 2018/19 was reviewed 
and agreed at this meeting.  

5.3.2 A further meeting of this group will take place in November specifically to 
champion the development of a good risk management culture and support 
the development & embedding of specific risk management improvement 
activities.

5.4 Anti-Fraud Policy Review and Fraud Risk Assessment

5.4.1 A review of the Council’s Governance Framework is under review and being 
led by the Chief Legal Officer and conducted by the Senior Lawyer for 
Governance. 

5.4.2 As part of this review and in support of a recommendation from the internal 
audit of Ethical Policies and Counter Fraud Framework, a piece of work has 
commenced during Quarter 2 to update the Anti-Fraud Policy and associated 
documents and to develop a Counter Fraud Strategy. 

5.4.3 Prior to the Counter Fraud Strategy being developed, a full Fraud Risk 
Assessment is required to take place and work has commenced to identify 
those risks and the status of our internal controls in those areas most at risk 
of fraudulent activity.

5.4.4 Counter Fraud risk assessment training will be delivered during Quarter 3 to 
enable relevant Service Managers to continue to assess their Fraud risks on 
an ongoing basis.   

5.4.5 Further updates will be provided on this activity in later reports. 



5.5 Criminal Finances Act 2017 and Tax Evasion Risk Assessment

5.5.1 Legislation came into force on 30th September 2017 under the Criminal 
Finances Bill to enhance UK law enforcement’s response to tackling financial 
crime.  The new offence of corporate failure to prevent the facilitation of tax 
evasion aims to strengthen the sanctions and deterrents against those 
individuals and organisations who deliberately help taxpayers to commit tax 
evasion both in the UK and overseas.

5.5.2 The only defence is that the relevant body has put in place ‘reasonable 
prevention procedures’ and the HMRC guiding principles in relation to these 
are:

1. Risk Assessment 

2. Procedures are proportionate to the risks identified;

3. Due diligence of staff, third parties and clients;

4. Ongoing monitoring and review;

5. Top level commitment to preventing the facilitation; and 
Communication (including training) to employees & third parties to 
ensure procedures are embedded and understood.

5.5.3 In March 2018, the Council carried out an initial impact assessment 
workshop using PWC and the report on this activity has identified the initial 
assessment of overall risk and provided further recommendations.

5.5.4 A Council wide working group is now in place to progress this work to put in 
place ‘reasonable prevention procedures’, including the need to undertake a 
Risk Assessment of higher risk areas, including the mapping of the relevant 
internal controls.  

5.5.5 This work is ongoing and further updates will be provided in later reports.

6.0 ONGOING IMPLEMENTATION OF THE NEW GENERAL DATA 
PROTECTION REGULATIONS 

6.1 The new General Data Protection Regulations (GDPR) came into force on 
25 May 2018, and since then the Council has established a GDPR Phase 2 
Implementation project that will continue to improve the areas of Information 
Security, Information Asset Management, Data & Records Management and 
ongoing communication and staff training. From Quarter 3 onwards, this 
project will be led by the recently appointed Assistant Director Customer & 
Community Services.   



6.2 To support the Council in embedding the General Data Protection 
Regulations, Zurich Municipal alongside the Council’s Data Protection 
Officer delivered further elected member training in July and September 
2018. 78% of members have now completed this training and for those 
unable to attend the training they have been issued with the same training 
materials to ensure a consistent approach.  

6.3 Options - There are 3 options for Members to consider:

Option 1 - Members agree that the content of the report and the appendices 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

Option 2 - Members agree that the content of the report and the appendices 
does not provide sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

Option 3 - Members identify any additional new or emerging risks or 
opportunities to be considered. 

7.0 CONCLUSION

7.1 All Corporate Risks for Quarter 2 up to 30 September 2018 have been 
reviewed and approved by Corporate Management Team and Cabinet 
Briefing.  

7.2 The current risk register contains 12 high or medium rated risks and work 
continues to either manage or mitigate those risks to meet the 2018/19 
target rating. 

Julie Crellin, Director of Finance (s151 Officer)  

Date: 29th November 2018
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Appendix 1 Corporate Risk Summary Profile   Q2 2018/19
Appendix 2 Corporate Risk Register Q2 2018/19 
Appendix 3  Risk Management Improvement Plan Q2 2018/19 

Electoral Division(s): *
*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision * No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No*



N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?

No*Has an equality impact assessment been undertaken?

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Corporate Director has obtained the 
necessary approvals.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
No previous relevant decisions.

CONSIDERATION BY OVERVIEW AND SCRUTINY
Not considered by Overview and Scrutiny.
BACKGROUND PAPERS
No background papers

RESPONSIBLE CABINET MEMBER
Councillor Stewart Young, Leader of the Council.

REPORT AUTHOR
Contact: Helen Kirk, Senior Risk Officer 
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Helen.kirk@cumbria.gov.uk

Democratic Services:  Jackie Currie – jackie.currie@cumbria.gov.uk 
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